Hill College Single Sign-On (SSO) Portal

Hill College is updating QuickLaunch, the college’s
Single Sign-on (SSO) Portal .

You can access the SSO Portal from the:
o Hill College home page

o Student survival page
o Employee survival page
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This Portal provides:
* One login to access Hill College applications

 Self-Service feature to reset your password
* Seamless access to
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First Time User | Forgot Password

o Email

° Schoology

° MyHC (Coming soon)
> Bookstore



https://www.hillcollege.edu/
https://www.hillcollege.edu/Student/Index.html
https://www.hillcollege.edu/Faculty_Staff/index.html

Setting up MFA

When you first set up your Multi-Factor
Authentication (MFA) in the SSO Portal, you
will be prompted to reenter your password a
second time before being taken to the account
recovery settings screen. This should only
happen with initial setup or following an
upgrade to the portal.
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Please re-enter your password




Setting up MFA

Next you will be prompted to set up your
account recovery settings. Please fill in as
many options as possible.

* Security Questions
* Email Recovery

* Phone Recovery
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Account Recovery Settings

Werifcation methods can be used to make sure it's really you signing inor to reach you it suspicious activity is detected in your account.
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Set up your security guestions and answers to recover your password.
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Setting up MFA - Security Questions

Security Questions:
Please select 4 different security questions.

Enter a response to each question.

Click on the eye to view the answer you typed.

When you have answered all questions, click on
Submit.
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Account Recovery Settings

Verification methods can be used to make sure it's really you signing in or Lo reach you if suspicious activity is detected in your account.

Set up your security questions and answers 1o recover your password.
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What is the name of vour favorite childhood friend?

Which city were you borm in?




Setting up MFA — Email Recovery

Email Recovery:

If you chose to use Email Recovery, please enter
a secondary email address.

A confirmation email will be sent to that email
for you to verify the email address.
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Account Recovery Settings

Werification methods can be used to make sure it's really you signing in or to reach you if suspicious activity is detected in your acoount.
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You can recover your password using your verified email address.

Primary email address Secondary email address

Rowdy. Rebol@studenthillcollege.cdu w Ermail Address

Verify




Setting up MFA — Phone Recovery

Phone Recovery: RaahlLCOLLEGE

If you chose to use Phone Recovery, please
enter your mobile phone number. A e e

Verification methods can be used to make sure it's really you signing in or to reach you if suspicious activity is detected in your account.

You will be asked to verify your phone number.
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You can recover your password using your verified mobile phone number. Use numbers with no special characters and no spaces.

Primary phone number

Select Countr Thone Mumber

Verity




Multi-Factor Authentication (MFA)

After your security options are in place, once
you enter your password, you will be
challenged with a second layer of security
known as Multi-Factor Authentication or MFA.

You will have the option to authenticate using i - . .
your Hill College email if you are a first-time % Additional security verification
?

user. This is an extra layer of security to ensure that only you

can access your account

If you have previously used the portal, you have
one or more of the following authentication
options setup in the previous steps. Q

Select a verification option

Use Security Questions
o Use Security Questions

o> Send me an Email Send me an Email

> Send me a Text Message




Email Security Verification example

Email Example:

In this example, the email security Email security verification
ve rlflcatlon Optlon |S Shown . . ~ . This Is an extra layer of security to ensure that only you
Email security verification S50 Beboss youe porount
. . This is an axtra layer of sscurity to ensure that only you R R e e e s e e e s
After entering the email address, a can acoess your account scmdmipieatein e Mo b S
security code will be sent to your email fication cod
a d d ress. =4  *"*dy.Rebsl@"tudent hillcollags.edu
You can re-send new verffication code after 52
sccond(s)
Check your Hill College email for the (2] "D e die o
security code. ) st devcs

Enter your verification code to proceed.




Portal Landing Page

Once you successfully log into the portal, you will| IESHILCOLLEGE ™ rowaysese -

see a Landing page with the Apps you can access.
You will have to access apps according to your

status of student or employee.
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Bookstore Scholarship Application Schoology
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How to change your password or security settings

My Account
My Devices

Password Security: Hlll [}[]“.[B[ Rowdy.Rebel ~
To change your password or security settings,

please click on your name in the top right corner. gV I¥\se Search

If you change your password, you will be

prompted to re-enter your password.

snaciose yourowser ancoqonee = RaBHILLCOLLEGE RAHILCOLLEGE RIHILL COLLEGE
and close your browser once done. * * *

Bookstore Scholarship Application Schoology
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Password Change Screen

Enter your current password and a new password
that meet the password requirements for Hill
College. If you are locked out of your account,
please contact the Help Desk for assistance.
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Change Password

Change Password

Current Password

Enter current password
MNew password
Enter new passwaord

Re-enter new password




Error 500: If you encounter “Error 500” when you log off,
refresh the screen and close the browser page. This is a known
“bug” and has been submitted to product development.

" Error 500 - Internal Server Error

For additional help:

Submit a ticket at the Student Help Desk
https://isupport.hillcollege.edu/studenthelpdesk/Dashboard

Leave a message at 254-659-7625

Send an email to ithelp@hillcollege.edu

Please notify us of issues encountered.



https://isupport.hillcollege.edu/studenthelpdesk/Dashboard
mailto:ithelp@hillcollege.edu

